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3. NTuLNUAZL3MNIAANITLATRENY (Switching & VLANS)

4

n133ATIzINNIIaTesdeya (Simulation Mode)
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7. NNINIMUAAN Linux Security Baseline
8. Wujﬂu Cloud Computing
9. Wujﬂu Operation Technology 1i3a OT

Fundamental of Cyber security practitioner
1. General Security Concepts

2. Threats, Vulnerabilities, and Mitigations
3. Security Architecture

4.  Security Operations
5

Security Program Management and Oversight

Digital law and compliance

1. 1Im3g1U 1SO27001 (ISMS)
NMIFIU 1SO27701 (PIMS)
NIM3FIU 1SO 22301 (BCMS)

2
3
4. PDPA, Computer Crime Act (WsL maxaLaas/ weu lawwas)
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Cloud Security Guideline

Network Security and Firewall Appliances
1. NIIRARILAZAVUAAN Firewall
2. 17Ul Segment LATRCNY

3. N199ANNTZUL Remote Ac

Enterprise Infrastructure Build-up Workshop
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AHNLANANNTZUINNTAY IT Security il OT Security
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Industrial Network and OT Protocol Security

PLC Security and Secure Configuration

OT Endpoint and Asset Security
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Response)

Critical Infrastructure Cyberattack Case Studies

7. SOC Operations, SIEM and Centralized Logging
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Log Collection and Log Management
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Security Operations Center (SOC) Operations

‘ﬁug’]uixuu SIEM (Security Information and Event Management)

NPNM9MIAAL (Detection Rules) WazNIILEMNIAANIINIIUSAFRU (Alert Management)
Threat Detection and Investigation

Al-assisted Log and Security Event Analysis

8. Virtual Lab SOC Analyst using FortiAnalyzer

1.
2
3.
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NN9UIMTAANNT Log wazaniimenssa Security Fabric
NIAAIEAEANAINLAZNNIALAU (Threat Hunting & Investigation)
?:/ 1 v o o . .
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NN3A5199 NN TLFU TUALNTNN Compliance (Reporting)
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nIzUAUNIINNERAINeERana (Digital Forensics Process)
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Workshop 1: $1n§11 & silendgnsaa
1. amziie & Pre-test
2. N1MIIA IT/Security& HRAUNIATIFIU
3. wanniamatlszdu 7 4a
4. nsuFwsTlsunsunngmana + PDCA
ANTTOUTUATATIUNLITIULRTIA

6.  Workshop 2M4LNUN19/FIA (Audit Plan)
EP.3 “Wauiuesls” §aninouaf ISO/IEC 27001, NIST CSF, PDPA

Workshop 2: tnfusil: ISO/IEC 27001

1. I1SMS uaz Tassaiedaniuun

2 ﬂ’liﬂixLﬁuLLm'&'{mﬂ’]?ﬂ'}’mLﬁ‘m ez Statement of Applicability (SoA)
3. Annex A — 93 NRNNT 4 NGN
4

Workshop Uszifiuaanaldes wag 919 Statement of Applicability (SoA)

Workshop 3: \neusill: NIST CSF - PDPA 11nn9911 Checklist
1. NIST CSF 2.0 (tnawimanuidesloiued)
2 PDPA & ﬂgumﬂ‘ﬁlﬁm%’m (Lﬂmm’compliance)
3. mnmmsmrzjimmimm@ + ﬂ’]Tﬂ’]UﬂNLLﬂZLWﬂﬁﬂWﬂﬂ@U
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Workshop 4a711 Audit Checklist (WKL Excel)

EP.4 ’%ﬁﬂﬂﬁ/ﬂg’luéﬂﬂ\ﬂu: Finding, Nonconformity, Corrective Action

Workshop 4: N19ALHUNN95994

1. (AU & wistuN19m99a uaz Usegaiila (Opening)
nMafuuazLsTiumang

aF19@fimgany (Findings) uaz Usyguiln
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Workshop ANABINTAIIANLENU (Fieldwork)
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