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1an&19918asLa8mnlASIN1S Cybersecurity BootKamp

1. S18aIBLANARIATINTG

IA39N13 Cybersecurity Bootkamp AnTunaliniusaniieseninaunannesi SKILLKAMP (aiauanil) way

annAndadTuuinnssnmaluladloiues (Cyber Innovation Promotion Association of Technology ¥7a CIPAT)

unasnasi SKILLKAMP (afawenil) e unannasunelsinisguazessuaisn@nstne dmiunmuwninseuay

'
Y o

nannauRaiauitewan WisnisvisgnAviall (B2C) uazgnAnesdns (B2B) iluautnaeszuul eearning ianles

al

~ v a

Hisen Haeu uavasAng (Marketplace) teanszAuvineefariazeusnu Insluunannasuinesasanlatindi 460 Aada
angliEnsunanda 25 sevinlsuinalne Tensaunguineyluma nuaufu Wi Technology, Data & Al, Business,

Marketing, Creativity & Design, Finance and Investment, Cybersecurity usu

gunANdagTuudnnssmalulagloiues  (Cyber Innovation  Promotion  Association of Technology

ysa CIPAT) nessaulull 2560 TranguUFEmMeNTuATUUIRNTTN  ULATeIANTETNUTINENAE Fuune lunnswmun

winnssuuazypanssulsuesedingetnlaendtuazditiu liATetnaanusauniuniaiguazienau santaiusinglu

gRAMNIINTUIN 817 NT, Fortinet, Amazon Web Services (AWS) 1ilusi Tael@3unisusissiaiilu Cisco Networking
' N o & | a . | A e A

Academy atinaitlumienis vegadumummanlunistiuenagulnagiugifanan Cybersecurity inumiiiaaduiliaussanu

WANTNBILAZTLALIUNWNTENR (WorldSkills)

2. InguszasAradiagams

1. \WaaNssALWASWAIMNYINK: (Upskil & Reskil) #aiiunaasnaielinnauannsnaesynainsany T
uwaziawlaluann Cybersecurity ivluiiffunguuasinez@ljumnislunsguaina

2. WWasseyARINsAuLLLLAzEUINIsidAeuuLlas (Changemakers) 3jaimungiiidnu Cybersecurity

& dld o 1 & v v Z’/ a k% o azdl o o
meluasrnsnddnaninlunisdienenssrany wiasiaasuaieanunssminfinaaiusuanaunigle
v 1 6 o ==K ] 1

wasliuniannansed TnAnen uaryprainslumiaesuesinadugess

3. WadsNLATATINEAMNSINTRURIRNANLNINGS (High-caliber Networking) WinuLATateAITHANRE

. N o4 v . s . .

9eM99YAAINIAY IT Uay Cybersecurity inailunalnlunisuanilaauesdnang Ussaunisal wuaznissie
gaAN19ITTN lua AR

4. INARSNUNLMIUIANSTULALNI9HSI9E59A  (Innovation  Space) daigsnlfiiaNundmsunsszan
ANNARAFINATTA N1TLANLAEWIALAR WAaTN1IWMUNLIANITNATY Cybersecurity tas895LANNTIINIE

o

lugpRadia
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3. ngugiFauT e

- @1an9tluazyAaINIRIY Cybersecurity Uay IT &aringnniiuaanani
- YAAINIAY Cybersecurity 4aT IT ANUUIENIUUAZEIANT
- HauaszuulAzatny (Network Administrator) tinWawnteWsfas (Software Developer) mmﬁqéﬂi:ﬂ@u

a = 4 S 9
TN AN WA NN TR

4. AALAUTBILATINTG

1. sluuunisBausinainuane a1y nseuiinuszuueaula (Online Module) nsineussELfjiimnIg

a

(Onsite Workshop) wazn1amaaadLfjifnisluaninwndandanass (Virtual Laboratory) tneiflgnsannigm
LLmr;iiﬁmmcymWﬁm”m Cybersecurity lugniuguanaanszezinaninsenig

2. ms?lnﬁ’mmﬁ”mﬂ')ﬁuﬁumﬂaﬂmﬁ'ﬂ“mua% (Cybersecurity Laboratory Experimentation) @QLﬁum?
Gﬁﬂufmumimﬁ@ﬂﬁﬁﬁ@?\ﬂmmwLLqué’@uﬁmm (Virtual Laboratory) kuus1eyAAa (One-on-One) oR
maquuL“f':'ammiﬁwumquﬂmaﬁm’?@ﬂ’mizﬁumm’m waznIsEINAIIANNlaensiy L
szuutlfiiinng (System Hardening) aaRLNGN 15 wian s Beugf

3. mMeRasauMsaligAnAmNIERaua3e Lﬁ@ﬁmmﬂ@mumimﬂumﬁuﬁfaﬁun,w;ﬂ'wm‘”l,siﬁqﬂi:mﬂ’
tihunanssnnisudedunneltiuas (Mini Capture The Flag: CTF) ?ﬁmifamqu%@ﬁﬁmmmmaum:i:w
‘43N (Offensive) LLﬂzﬂﬁ?E%Q%ULﬁﬂﬂﬂﬂﬁuL%ﬁaﬂ (Defensive) melfaninzsnaesiiannadeatuaniunnenl

1laqiiu

5. AN9NN15AUSHN (s1gazidanaradinisiddsunlaslanmuanumanzan)

- =
Nﬂqu"lﬂl'u ﬂ‘iﬂﬂ"lﬂﬂal AIUIAN
13 fi.8. (1Ag) 15 - 28 fi.g. 4 n.A. (1@4) 6-19n.A. 25 n.A. (1A14) 27 nA. -2 4d.A. 8 A.A. (11%)
AUTH D BIATT K+ Fauaaulasd BUTH U BIANT K+ Fruaaula UM U BET K+ Fuunaulal fUTH D4 AT K+
fnueu 4 pada Ay 2 pafd Aueu 2 pasd AET

TasennsiinuuanisBauaILAdun 13 Jguieu Deduil 8 &amnau 2569 sauszazina1iadu 9 dilan Usznausos

Y o I

= [N - . . o ' = o £ o = [y
naFaugiuszuueaulal (Online Session) Auau 8 wiaenamaud SeddnfuniseusuanisndanFaulanINAN
NNZANTRIIAN meﬂ’mﬁﬂ@mu@qﬂﬁuﬁma‘ (Onsite Workshop) a1191 4 A5 Tmﬁmumﬁm%umﬁmm{m A1ANT K+

ANEU
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6. S1EAsI@EAUANEAT (S12azidanaraanisilasunladlamuanumanzan)

qunangsy

13 R.e. (1819) 1,

AUTN O BIANT K+ 2.

ANEU 3.
1,
2.
15-28 H.21.
a -
Faueeulay
3.
4.

4 n.A. (1819)
AUTH D BIANT K+

A1eNU

K-Contact Center 02-8888888
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waidalasang
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AANITNAINATIANNENAUTUAZTNHZNNTNUFINAY

Core Networking and Operating System

1. nreenuuulANaATetnesEAUasANs
m?u?mi'%’mm?aw“ﬁr@l‘ﬁmu
N13NMUAAN Linux Security Baseline

¥
P

2

3

4. Wyuﬁﬂu Cloud Computing

5. WugU Operation Technology 138 OT

Fundamental of Cyber security practitioner
1. General Security Concepts

Threats, Vulnerabilities, and Mitigations
Security Architecture

Security Operations

a A~ 0N

Security Program Management and Oversight

Network Security and Firewall Appliances
v

1. NNIFARNULAZANUUAAT Firewall

2. N1TWLN Segment WA3Rng

3. N199ANN9TLL Remote Access agndilaansi

Digital law and compliance

1. WmIgIu 1ISO27001/ 18027701/ 1SO 22301

2. PDPA, Computer Crime Act (351 paxawmas/ weu lowed)
3. mmgﬁumﬁﬂmmmﬁumﬂmmﬁﬂﬁﬂﬁuLf'“iuianmr
4

Cloud Security Guideline

Enterprise Infrastructure Build-up Workshop

1. Cybersecurity Virtual Laboratory NILEM139ANNTUAYFAIAT Firewall 35ALAIANT

v
o

2. asiesvAuuglnInduuy 1 sle 1 Fuins 15 Tuga 819 691 DHCP, DNS, @519 Firewall

Policy waz NAT Rules, Binf4 Private CA Certificate, AiaA1 IPS Sensor

USnsnnseaulszviula
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qunangsy F8RELDA

6. Monitoring and Centralized Logging
1. m@’a@nuum:nmnu@uﬂ’ Log

2. wANMIRTAdeLLAYIATzvidayamAnIal

6-19 n.A.
Genmauladl 7. SOC Operations and SIEM Fundamentals .
1. nazuaunnsaTzivgnisallugudlfuRnisannsiuaslaendie (SOC)
2. MIMMUANgATAUAEANATN
3. msld Al lunnsamazif log
25 n.A. (Lms‘) 8. Mini CTF Live Defensive and Forensic Simulation
AUTH U BIANT K+ 1. nemmaduuazduganistan
ANENY 2. MIIATILYEAUATAATNIIENIUMANNI0]

9. Digital Forensics and Investigation

1. n9RLLAYAATZINANTURAAYTIA

AN Chain of Custody

27 n.A. - 2 4.A.

o

2
3. NNEANNIENNUANTRLAIY
4. pivesile Kali Linux wazAndsiiuguniandud iy Bule Team & Red Team

Bruaaulall
10. Vulnerability Assessment and Pentest Reporting

1. nsdszilingesindansssuy
2. Web App Security (OWASP Top 10)

3. MANNIIRANNTINN TN ATARAZLEILEUNT

11. Workshop & Graduation Day
1. Mini CTF Integrated Offensive & Defensive Simulation
8 d.A. (1&"9) ANTUNITRIABILLLYTUINTG

AUTN D BIANT K+ N17UZRURNARINAINA LAZNNTHNALETEIUARAUZNITNNT

M owoN

ANEY AanssNdINas 1IN TuazANNFan N34 (SKills Enhancement & Readiness
Workshop)

5. weutszmatlatimslinugnidnsasauaundangss
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Wuunwanwesuiauvinwzuazdnaniw
fuRIviawisounan dwsuiian dhdnvuazyaaaiinly
+ \JugusnanadoulosdiFou faeu uazesdns (Marketplace) Tuszuu
e-learning iesnssRUTNULAINAVEILTIL
. pofasaulaiinit 460 aefa angliuinistutiingd 25 Mevusemdlne

Tiusnsnsgnénmlu (B20) uazgnénasdns (B2B)

» Technology
H cariber @ CISICoR » Data &Al
e Business

Fi Futureskill +hlass n SET 7 ° M a rketi ng
. . * Creativity & Design
— * Finance and Investment
BN & ek ) * Cybersecurity
< DU

sunaudaatuufanssul

Gyber Innovation Promotion As

nanstuludl 2560 lnenguusunenyuaIuLInNIsy
waze1915gunINeaY AilmunglunsnauIuInnssukazYAaINg
aulsiuesvaslneegaUasnfouazdsdu
11A3Y18ANNTINAUNIASTHALLINTYU LASHUSUNTINAINNTTNTUUN
1 NT, Fortinet, 52189 Amazon Web Services (AWS) 1uéiu
1a5unisusenailiu Cisco Networking Academy 88191 un1enis
= ) g 1 a . ' P
fiunumuanlunistuenivulnegiugfaiu Cybersecurity Wi

LUITUE L DS I ULV R AT EAUUIUIBIR (WorldSkills)

./ CIPAT Fi:ATINET

[~ Qs Qs
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| Cybersecurity BootKamp by SKILLKAMP and CIPAT

@ InguszaIRvadlasinis (Objective)

v Upskill & Reskill: snsgavdnamuaunsavesyrainsaulen wazenaulanu
M gj =) a wa
Cybersecurity an1ANgeiuas Ui un
v Changemakers: @519%1161 Cybersecurity n1aluasAns iivedasnandnuduas
AURTErn3liAUe19158 yrans wastindnu
v High-caliber Networking: a3191a38v18yaainseuleiinas Cybersecurity
AMNTNEN LiVBsiayanBIARNIuATUEAUN1TAl

F4 1
|

v Innovation Space: @s19Wunidmsunisseaulofsuazuinnssy

o

v Talent Empowerment: fintdanuagativayuynnanidnasnwlaaau

S|<LL
C(AMP

@ naNKIsauIU1YUNY (Target Audience)

v 91821-351
v mmséuasqﬂmﬂiﬁm IT wag Cybersecurity
v gnauleesngreaeauuvinniu Cybersecurity Wi §auassuy

LATOUY, UNWRIUIGENALIS LAaZDU &

[~ Qs Qs
Laﬂmsﬁaqmmy'sEmm%u%tﬁﬂmaﬁﬂé mswaauiﬁﬁ (https://e-sign.buu.ac.th/verify) 1.' iﬂ 1 5?! ﬂﬁ z @ 1] 3J 5 g?‘ u‘LQ

Internal *




SUIAITNANT LN ¢

F® 17 KASIKORNBANK

I Cybersecurity BootKamp by SKILLKAMP and CIPAT 3 éiALMLp

Tanlanlasenis (Program Highlight)

v uwanwasu SKILLKAMP lagsuiaisndnslne sauduasnaudaasuwinnssunalulagluiues (CIPAT) dandngasianndnaaiwaiunssnwnaing
Uaendiuluiuas (Cybersecurity) Ineidenuisyiia3eliuasns Cybersecurity

v Intensive Hands-on Lab 158u3W114n1524319111939UsgUUd1a04 (Virtual Lab) uuy 1 sia 1 insauaguni1saAigunsalssauasAnsuaznisvin Hardening
seuuUfiRnisuinnda 15 luga wieuans lunisaeu Certificate a1na

v Real-World Simulation durauszaunisalsuliofuanausi1uianssy Mini Capture The Flag (CTF) naluidesn (Offensive) uaziasu (Defensive) lu

¢ o = Y Y 1 [ a

anun1saldnasinafesiulanuannuduass

v fanssutasuasieinesuazamunsaulunisvineu (Skills Enhancement & Readiness Workshop)

v/ 9USUIUU Hybrid 119 onsite, online, wag workshop Asuauluiithien

=) Qs Qs
enansiauumeaedudidnnseding nsreaeulad (https://e-sign.buu.ac.th/verify) 1.' Sﬂ '] 57! ﬂﬁ 3 @ 3.] 1] 5 $7| ﬂGLQ Internal *
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. BuiSousudiui 13 1.9, 69 - 8 4.A. 69 (571 9 FUAN)
« Onsite workshop & virtual lab: 4 33 (Mn3uLET3)

« Online session: 8 AS4 (LABNSvUlANIULIANAZAIN)

naewn: *eazideavedlasinisenalimsivisuwladldnuanusangay

wnansiawumeaneidudidnvseiing nsasulait (https://e-sign.buu.ac.th/verify)

u%msnnszé’uﬂﬁzﬁﬂa

. SKILL
| Cybersecurity BootKamp by SKILLKAMP and CIPAT SILEs
@ f1519N158U3U (Program Timeline)*
AuIEU nsngIAY AmnAu _
4 Onsite
W-2 W-3 W-4 wW-1 W-2 W-3 W-4 W-1 W-2 )
Online
13 il.g. P 4n.A. p 25 n.A. 2; 2’2’ p 8 d.A.
(&%) 15-28 u.9. (1&19) 6-19 4.9, (@19 3oL (a3)
Onsite Seuasulail 4 Aasa Onsite Soussulall 2 Aasa Onsite "5{’”, Onsite
Workshop Workshop Workshop 99;46?;4 2 Workshop
sulasenis UlASINIS
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} Cybersecurity BootKamp by SKILLKAMP and CIPAT S[IrL

518aL1a8AANaNS (Course Details)* [1/4]

Junanssy AL GG L)

. Ws1alasens

13 i.9. - Career Inspiration Talk - g#519us90unala @881 Cybersecurity
* Program Orientation - ﬂwumuLLauaﬁmﬂmwmﬂmams

* Team Building Workshop AaNsTUWAILTNYEN1SEIN9US U

1. Core Networking and Operating System
1. ﬂ’]’iaaﬂLL‘U‘UIF’]ix‘iﬂﬁ'NLﬂi’e]‘lﬂ%li"’ﬂil@s‘iﬂﬂi
2. mimmsammsamammm
3. f];]'iﬂ’muﬂm Linux Securlty Baseline
4. v,\lumu Cloud Computing
15-28 fi.¢). 5. Wumu Operation Technology %58 OT

2. Fundamental of Cyber security practitioner
1. General Security Concepts
2. Threats, Vulnerabilities, and Mitigations
3. Security Architecture
4. Security Operations
5. Security Program Management and Oversight

naewn: *eazideavedlasinisenalimsivisuwladldnuanusangay

[~ Qs Qs
Laﬂmsﬁaqmmy'sEmm%u%tﬁﬂmaﬁﬂé mswaauiﬁﬁ (https://e-sign.buu.ac.th/verify) 1.' iﬂ '] 5?! ﬂﬁ z @ 1] 3—' 5 zﬂ ﬂslq Internal E .
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} Cybersecurity BootKamp by SKILLKAMP and CIPAT S[IrL

518aL1a8AANaNS (Course Details)* [2/4]

Junanssy AL GG L)

3. Network Security and Firewall Appliances
1. MsARRAILaEAIUAAI Firewall
2. A15LUYS Segment LATDUY
3. N159AYINSEUU Remote Access 8819UaanANY

15-28 4.9,

4. Digital law and compliance
1. 4me§1U1S027001/1SO27701/1SO 22301
2. PDPA Computer Crime Act (WSU ABNWILADS/ WU laiuad)
3. ﬂJ’lGliﬁ’IUﬂ"liﬁﬂ‘if}’]ﬂ?ﬁﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬁ’]ﬂii]L’J‘U"l‘liﬁl
4. Cloud Security Guideline

5. Enterprise Infrastructure Build-up Workshop

4n.A. . Cyber§ecurlty Virtual Lab ﬂ']SUSM’]iﬁ]G]fL’]'iLLa”GNﬂ’] Fwewall SEAUBIANS

. a\‘mammuuaﬂﬂstyl,mu 1601 LSEJ‘L!’i‘VN 151@4% 917 791 DHCP, DNS, @314 Firewall Policy
ez NAT Rules, #nA3 Private CA Certlflcate #3971 IPS Sensor

naewn: *eazideavedlasinisenalimsivisuwladldnuanusangay

[~ Qs Qs
Laﬂmsﬁaqmmy'sEmm%u%tﬁﬂmaﬁﬂé mswaauiﬁﬁ (https://e-sign.buu.ac.th/verify) 1.' iﬂ '] 5?! ﬂﬁ z @ 1] 3—' 5 zﬂ ﬂslq Internal E .
=]



SUIAITNANT LN ¢

F W7 KASIKORNBANK

| Cybersecurity BootKamp by SKILLKAMP and CIPAT

519aZ1a8nANaNS (Course Details)* [3/4]

S|<iLL
C(AMP

AUNINTSU

AL GG L)

6-19 n.A.

6. Monitoring and Centralized Logging
° msaammusuuummua Log
o ‘Viaﬂﬂ’ﬁﬁli’l"\]ﬂauLLau'JLﬂi’]uVi‘UallﬁL‘Viﬁlﬂ’]im

7. SOC Operations and SIEM Fundamentals
. ﬂsumumsamswmmmmsm“luﬂuaﬂgummsmwuuumﬂaaﬂﬂs(SOC)
0 ﬂ']iﬂ']ﬁuﬂﬂﬂ(ﬂi’mﬂu«ﬂﬂﬂﬂﬂ'm
« ns5lg Al TunsAasei log

25n.A.

8. Mini CTF Live Defensive and Forensic Simulation
o L2 o =
S ﬂ']’iﬁl’i’Jﬁ]ﬁ]ULLﬁ%EJUENﬂ']’iIQNGI
a < o o L3
*  NIFAATISUAUNALAZIANIINYINULUANTII

27 n.A. -2 4.A.

9. Digital Forensics and Investigation
° ﬂ']’iﬁ]ﬂLﬂULLa”’JLﬂ’i']”WViaﬂﬁ'IHG]QVIa
*  %8an Chain of Custody
S ﬂ'],SR]ﬂ‘VI']'i']EJ\‘ﬂUﬂ']SﬁUﬁ'JE -

= a < o

. 1A59938 Kali linux agma@Inus1UNIUUEI%SU Bule Team & Red Team

Y]

naewn: *eazideavedlasinisenalimsivisuwladldnuanusangay

[~ Qs Qs
Laﬂmsﬁaqmmy'sEmm%u%tﬁﬂmaﬁﬂé mswaauiﬁﬁ (https://e-sign.buu.ac.th/verify) 1.' iﬂ '] 5?! ﬂﬁ z @ 1] 3—' 5 gﬂ usla
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} Cybersecurity BootKamp by SKILLKAMP and CIPAT S[IrL

518aZ1a8nANaNS (Course Details)* [4/4]

Junanssy S19azLIYn

10. Vulnerability Assessment and Pentest Reporting
27 n.A. - 2 4.A. ¢ A15USLLIUYDIINIVDITEUU

» Web App Security (OWASP Top 10)

«  UANNISINYINSIYINUTUNATALATITIUSUNS

11. Workshop & Graduation Day
* Mini CTF Integrated Offensive & Defensive Simulation
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SKILLKAMP Partnership Team
Prued Wahachart (Aom)

WONS 1z VIA (901)

Assistant Vice President (AVP), Corporate Strategy and Innovation

Mobile: (+66)2-273-3963

E-mail: prued.w@kasikornbank.com, skillkamp@kasikornbank.com
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