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Day 1: Al Agents & Automation Ecosystem - '
1. Introduction to Cyber Al: 191=@aaunuinuav LLM (Claude 3.5,
GPT-40) luviuanulasane
2. Automation Frameworks: uustinsigviu n8n diksuasiv
Workflow ua: OpenRouter/Google Al Studio
3. Environment Setup: msdvAtAsaviianiu Docker uaznisdoms

Code uu GitHub e - B i aniundainausu
4. Workshop: asw Al Agent dusntwoasudnaisisanmusiosu
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Day 2: Red Team Automation (Offensive Al)

1. Automated Reconnaissance: 15 Al &ms Nmap, Shodan uas
Maltego tWor1bavlk3

2. Vulnerability Assessment: msld Al Soufu Metasploit, Burp Suite
ua: sqlmap wwa3tas1:K Payload

3. Claude Code & OpenClaw: msiiguuazasivasu Exploit Code
logdaluud

4. Workshop: asws:uumsssuuiiaavuuudaludd (Automated
Pentest Workflow)

Day 3: Blue Team Automation (Defensive Al)

1. Intelligent Monitoring: 1auda Al Aiu Wazuh, Splunk ua: ELK
Stack

2. Threat Hunting & Response: msl§ Al 31As1:K Log 91a Snort uas
OpenVAS

3. Threat Intelligence: ms@vdayanin MISP U131AS1KANUIEEVEIE Al

4. Workshop: asis:uu Automated Incident Response Waasrowu
mshud (Soar with Al)

https://www.career4future.com/csa =l
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